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PLEASE READ THE ENTIRE FILE





Where To Get It


http://homepage.interaccess.com/~jon


Or contact: jon@interaccess.com





Changes


Version 1.10


Fixed failure to update window after successful PGP operation under certain


circumstances.


Added check for both display name (what you see as the name of an Address Book entry) and e-mail address when checking for presence of a public key on the PGP keyring.


Added capability to retrieve a public key from an HTTP-based key server (such as Bal,


at "www-swiss.ai.mit.edu", which is the default)


Version 1.03


Fixed failure to wipe temporary file (PGPTEMP.IN)


Version 1.02


Added Toolbar buttons (see below).


Improved PGP error detection (but see Things to watch for 4. below).


Fixed bug in message window text update.


Added warning when message contains attachments (I’m working on it…)


Version 1.01


Added PgpExe configuration parameter (see below).


Added EncryptToSelf configuration parameter (see below).


Added call to PGP to wipe (i.e. pgp -w) temporary output file (input file was already being wiped).


Updated the documentation.


Version 1.0 


First release. 





Synopsis


This extension allows the user to access PGP encryption and decryption functions from the Microsoft Exchange client. The commands are found on the Tools Menu within the message read (for mail received) and edit (for new mail) windows.





Requirements


This extension requires the Exchange Client for Microsoft Windows 95 or Windows NT 3.51 and 


PGP (Pretty Good Privacy). PGP must be installed and configured, and in particular the environment variable "PGPPATH" should be set to the directory where PGP and its key rings reside.





�
[Note: to configure PGP, you need to retrieve the PGP package from MIT (http://web.mit.edu/network/pgp), unpack it into a directory, e.g. C:\PGP. Edit your 





AUTOEXEC.BAT file:


REM --- PGP environment variables


REM --- TZ is my timezone


REM U.S. Eastern Time is EST5EDT 


SET TZ=CST6CDT


REM --- PGPPATH is the place PGP looks for things like the keyring


SET PGPPATH=D:\DOSAPP\PGP


REM Also add the PGP directory to your PATH


REM PATH=C:\PGP;…





Save the changes to AUTOEXEC.BAT, and reboot.





Configuration





 (Note: if you’ve already installed a previous version, you only need to close down Exchange�and replace the old PGPEXT32.DLL with the new one.)





To configure Microsoft Exchange to use the PGP client extension:





Copy the extension to a directory in your path, for Windows NT, the recommended directory is %WINNT%\SYSTEM32\ and for Windows 95, %WINDOWS%\SYSTEM.


Examine the file “PgpExtRegistryValues.REG” included with the DLL. Read the section below to see if the values are correct, and if not, correct them.


Windows 95: right click on the file “PgpExtRegistryValues.REG” and select “Merge” from the menu. That’s it. �
Windows NT: use REGEDT32.EXE to open the file “PgpExtRegistryValues.REG” and merge into the Registry.





Registry Values





PGP Command Extension





“PGP Command Extension” is a string value (REG_SZ) which is located in the


	system registry in the key: 





HKEY_LOCAL_MACHINE\Software\Microsoft\Exchange\Client\Extensions





It’s value should be:





“4.0;%PATH%\PGPEXT32.dll;1;01000111100001”





 (Note: %PATH% should be replaced a valid path to the location of the DLL, e.g. “C:\WINDOWS\SYSTEM”) 





You can leave out an explicit path to PGPEXT32.DLL if it resides in a directory listed in the system's PATH environment variable The other key of interest is:





PgpPath





PgpPath is a string value (type REG_SZ) which, If set, is the PATH where the PGP program is found, if it isn’t in the directory pointed to by the PGPPATH environment variable. (Note: the should be replaced valid path, e.g. “C:\PGP”)





It is located in HKEY_LOCAL_MACHINE\Software\Freeware\PgpExt





PgpExe





PgpExe is a string value (type REG_SZ) which, if set, is the NAME (e.g. PGP.EXE) of the PGP program to be used. This is for people who may have more than one version installed and/or the executable has a name other than the vanilla PGP.EXE.





It is located in HKEY_LOCAL_MACHINE\Software\Freeware\PgpExt





EncryptToSelf 





EncryptToSelf is an integer value (type REG_DWORD) which when set to 1 will cause all messages to be encrypted for the sender (i.e. you) as well as the recipients. This allows you to decrypt messages you send to other people (see the PGP manual on when/why this may be inadvisable). Setting to 0 disables this feature. Note that this is independent of the PGP configuration file setting.





It is located in HKEY_LOCAL_MACHINE\Software\Freeware\PgpExt





KeyServer





KeyServer is a string value (type REG_SZ) which is the hostname (e.g. "www-swiss.ai.mit.edu") or IP address (e.g. “128.234.2.9”) of the Web server which can return PGP public keys. The default host is "www-swiss.ai.mit.edu". If an operation (e.g. checking signature, encrypting, etc.) requires a public key not found on the PGP keyring, the PGP Extension will ask the user if (s)he wishes to try to download the key from the key server. If the uses clicks “Ok”, the PGP Extension will attempt to connect to this host and retrieve the PGP public key. The protocol used to connect to the key server is HTTP (the Hyper-Text Transfer Protocol).





It is located in HKEY_LOCAL_MACHINE\Software\Freeware\PgpExt





KeyQueryString





KeyQueryString is a string value (REG_SZ) which contains a path to a CGI script and any necessary arguments needed to ask for a key from the key database. The default is:





“/htbin/pks-extract-key.pl?op=get&search=%s\r\n”





This is the correct query to use with Bal (the MIT key server). NOTE: the “%s” will be replaced by the actual name or e-mail address for which the PGP public key is needed.





It is located in HKEY_LOCAL_MACHINE\Software\Freeware\PgpExt





ServerPort





ServerPort is an integer value (REG_DWORD) that defines what TCP port to connect to the key server on. The default is 80, if you don’t know what this is, don’t change it. NOTE: in the PgpExtReegistryValues.REG file, the value is specified in hexadecimal (i.e. 00000050 is the hex value for decimal 80).





It is located in HKEY_LOCAL_MACHINE\Software\Freeware\PgpExt





Toolbar Buttons





The toolbar buttons are not  visible by default. To display buttons, choose “Tools”, “Customize Toolbar”, then add the toolbar buttons you want.





To Do


Create an real install program.


Add support for encrypting attachment
